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Nepal, Apr 2015
Source: Global Voices Online, 26 April 2015.

Brussels 21 March 2016
Source: Screenshot of video by 

Pinchas Kopferstein.
On YouTube here.

Sulawesi, 29 Sep 2018
Source: Screenshot from video 

uploaded by Muhammad Yasir Arafat
On YouTube here.

Kabul, Afgh, 16 Aug 2021
Source: Screenshot from video uploaded 

by an anknown source

https://globalvoicesonline.org/2015/04/26/global-social-media-lifeline-in-nepal-earthquake-aftermath/
https://www.youtube.com/watch?v=Is4AAcE-Ilo
https://youtu.be/vpFOAsN2Ppw


Source: BBC Source: DW 

Source: NOT Houston airport after Hurricane Harvey, but a projection of  what LaGuardia Airport / 
New York could look like at high tide with 5 feet of sea level rise, an amount that could occur by 

2100, according to some estimates.
Image credit: Nickolay Lamm/StorageFront interpretation of Climate Central data.

Source: BR24

https://www.bbc.com/news/60513452
https://www.dw.com/en/fact-check-5-fakes-of-the-war-in-ukraine/av-60934466
http://www.storagefront.com/therentersbent
https://www.br.de/nachrichten/bayern/fake-tweet-markus-soeder-fordert-keine-gefaengnisstrafen-fuer-kritiker,SAekzza




Some people may find some of the images / videos / contents displayed 
disturbing, unsettling or even traumatising. 

As people react differently to different things, 
you may want to consider leaving the session.

If you do, that would be NO weakness but a sign of strength!



The digital frontline …

Source: Tweet of Russian embassy in the UK. Screenshot 
taken 10 March 2022 at 15.52.  Tweet has meanwhile 

been blocked / removed by Twitter 

Source: New York Times, published 4 April 2022 Source: Screenshot of tweet by Christo Grozev 
(@christogrozev) taken on 1 March 2022 at 12.55 CET

https://www.nytimes.com/2022/04/04/world/europe/bucha-ukraine-bodies.html
https://twitter.com/christogrozev/status/1498620417891880968
https://twitter.com/christogrozev/


Source: dw.com / Jochen Spangenberg Source: EDMO / Jochen Spangenberg

https://www.dw.com/en/how-war-videos-on-social-media-can-trigger-secondary-trauma/a-61049292
https://edmo.eu/2022/03/28/mental-well-being-of-investigators-on-the-digital-frontline/


Source:  Agence Olloweb via Unsplash

https://unsplash.com/de/@olloweb?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/de/fotos/d9ILr-dbEdg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


TTT
Tech, Tools and Tactics



Source: Pixabay



Source: Pixabay



Source:  Sanskriti School

https://www.sanskritischools.com/blog/help-students-think-critically/


Source: Bellingcat (version 6.9)

Source: Nixintel‘s OSINT list

Tools … (and OSINT)

Source: Malachy Browne‘s OSINT list

https://docs.google.com/spreadsheets/d/18rtqh8EG2q1xBo2cLNyhIDuK9jrPGwYr9DI2UncoqJQ/edit
https://start.me/p/rx6Qj8/nixintel-s-osint-resource-list
https://start.me/p/gyvaAJ/open-source-investigative-tools


Sources: DW Research & Cooperation Projects / How to Verify 

https://innovation.dw.com/articles/how-to-verify
https://www.howtoverify.info/


Example of an investigation
(to illustrate a possible workflow and 

digital verification process)



Source: Video shared via Twitter by @maria_avdv. Screenshot taken on 1 March 2022 at 10.20 CET Source: Video shared via Twitter by @MFA_Ukraine. Screenshot taken on 1 March 2022 at 12.03 CET

https://twitter.com/i/status/1498544825062375434
https://twitter.com/MFA_Ukraine/status/1498550505211113474


Source: Google maps

Taking and 
checking the 
location given 
in the text of 
the tweet

Sumska St, 64 
Kharkiv

https://www.google.de/maps/


Source: Google maps / Street view

Moving closer – street view



Source: Google Earth / Maxar

Different mapping / geo tools, 
different perspectives

Source: Yandex Maps

Source: Mapillary

Source: Bing Maps

https://yandex.com/maps/147/kharkiv/house/sumska_vulytsia_64/Z08YdARmS0MHQFtqfXxxdX5lYA==/?ll=36.236260%2C50.004264&panorama%5Bdirection%5D=100.492540%2C12.328307&panorama%5Bfull%5D=true&panorama%5Bpoint%5D=36.235223%2C50.003942&panorama%5Bspan%5D=116.447816%2C60.000000&z=16.68
https://www.mapillary.com/app/?lat=50.003999884263&lng=36.235789278984&z=17&menu=true&pKey=263671042175334


Source: Video shared via Twitter by @maria_avdv. 
Screenshot taken on 1 March 2022 at 10.20 CET

Source: Video shared via Twitter by @Euan_MacDonald
Screenshot taken on 1 March 2022 at 10.52 CET

https://twitter.com/i/status/1498544825062375434
https://twitter.com/maria_avdv
https://twitter.com/Euan_MacDonald/status/1498553035244638208
https://twitter.com/Euan_MacDonald


Source: Screenshot of tweets contained 
in Jane Lytvinenko‘s Twitter List, taken on 1 March 2022 at 12.16 CET

Source: Pixabay

Source: Screenshot of tagesschau.de taken on 1 March 2022 at 12.21 CET

Source: Screenshot of tweet by Christo Grozev (@christogrozev) taken 
on 1 March 2022 at 12.55 CET

Source: Screenshot of content embedded into LiveUMap taken on 1 
March 2022 at 13.00 CET

Tweet by @antiputler_news here

https://twitter.com/i/lists/1487091206005870601
https://www.tagesschau.de/ausland/ukraine-krieg-russland-truppen-kiew-103.html
https://twitter.com/christogrozev/status/1498620417891880968
https://twitter.com/christogrozev/
https://liveuamap.com/en/2022/1-march-damage-in-kharkiv-state-administration-after-missile
https://twitter.com/antiputler_news/status/1498556686050676737


Source: Tweet of Francis Scarr, BBC Monitoring, 2 March 2022 
Screenshot taken on 2 March 2022 at 14.05 CET

https://twitter.com/francska1/status/1498916514660945921


Source: Tweet of Eliot Higgins, Bellingcat, founder, 2 March 2022 
Screenshot taken on 2 March 2022 at 14.10 CET

Source: Tweet of Christo Grozev, Bellingcat, lead Russia investigator, 
2 March 2022. Screenshot taken on 2 March 2022 at 14.13 CET

https://twitter.com/EliotHiggins/status/1498925115165315073
https://twitter.com/christogrozev/status/1498940319211130881


Source: Bellingcat

Source: Google image search “3M54-1”

Source: picryl.com

https://www.bellingcat.com/news/mena/2016/09/22/russian-bomb-remains-recovered-syrian-red-crescent-aid-convoy-attack/
https://picryl.com/media/a-view-of-a-soviet-chart-of-surface-to-air-missiles-14624d?zoom=true


Source: Reuters and respective named sources

https://graphics.reuters.com/UKRAINE-CRISIS/WEAPONS/lbvgnzdnlpq/index.html


Deep breath
Source: Pixabay





Some context

Sources: respective copyright holders

2016-2018

2019-2021



Sep 2022-Sep 2025



Overall aims and concept
Develop novel AI- and network science-based methods that assist verification professionals 

throughout the complete content verification workflow.



Some verification assistants by vera.ai 
partners



What is “the plug-in”?

Source: vera.ai project / consortium

In short: “outward facing”: a freely available browser extension for the 
analysis of digital content (mainly images and videos), 

optimised for Chrome, available to anyone, for free



What is it and what’s it for?
Combines numerous features
• From third parties
• Own developments / 

exclusive services

Main usage by
• Media workers (journalists, fact-checkers etc)
• Human rights (abuse) investigators
• OSINT community
• (Law enforcement, other investigators)



Usage of the verification plugin

Sources: vera.ai consortium

75,000+ active weekly users 
100,000+ users overall
Users from 225 countries



What others say

Sources: Twitter screenshots dated 14 Sep 2021 (left) and 9 April 2020 / 25 Oct 2021 (right)



Getting started –
getting the WeVerify browser extension / plug-in

Source: Chrome store

https://chrome.google.com/webstore


Sources: screenshot Chrome browser bar

Getting started –
having the WeVerify browser extension / plug-in



Getting started – one way

Sources: DW website and InVid-WeVerify-vera.ai browser extension



Sources: Twitter and InVid-WeVerify-vera.ai browser extension

Getting started – another way



Quick walk-through

Sources: vera.ai



Quick walk-through

Sources: vera.ai



Quick walk-through

Sources: vera.ai



Quick walk-through

Sources: vera.ai



Selected scenarios / use cases:
going live!



1: Investigating an 
image found online

Source: Tweet of @YourAnonNews. Screenshot 
taken on 06 Sep 2023 at 10.47 am CET

Questions / investigation:
• Was the photo of this tank taken 

recently?
• Is it likely that this photo depicts a 

tank captured by the Ukrainian 
military?

2: Investigating an 
image you were sent

3: Investigating 
a video

Source: Screenshot of a personal image 

Questions / investigation:
• When was the image 

taken?
• Where was it taken?
• Context? 

Source: The Ellen Degeneres Show – Onlineversion here

Questions / investigation:
• Is this real?

https://twitter.com/YourAnonNews/status/1499131249599950848
https://www.youtube.com/watch?v=1KFj6b1Xfe8&feature=youtu.be&t=18


Rounding up (1): 
the verification plug-in

Source: Pixabay



There‘s a lot in it (1)
e.g. video analysis



There‘s a lot in it  (2)
e.g. keyframe extraction



There‘s a lot in it  (3)
e.g. image forensics



There‘s a lot in it (4)

Source: WeVerify sreenshot of OCR component

e.g. OCR

Note / detailed info: technically speaking, OCR doesn't support any languages at all. It has models for scripts, not languages. 
Specifically it has models for Arabic, Bengali-Assamese, Cyrillic, Devanagari, Han (both simplified and traditional), Hangul, Hiragana 
and Katakana, Latin, Tamil, and Telugu.
The process works by attempting to auto detect the script in use, and then use the right model (or you can set the script model 
manually -- at least via the API). The model for the script is then used to perform OCR which just produces a series of characters.



Advice for use in verification work
(if desired and planned)

• Familiarise with tool and 
features (this takes some time)

• See what’s in it and 
useful for you –
and forget about the rest J

• Practice usage



Advanced tools for journalists

Advanced tools 
are reserved for 
factcheckers, 
journalists and 
researchers



Registration for advanced tools



If you use it: feedback please J



Way ahead – what next? 

Source: Pixabay



Source: automatically created with  Midjourney v5, by Eliot Higgins (shared via Tweet of 20 March 2023). Screenshot taken on / figures of 3 April  23.15 pm 
CET

Fake / synthetic. Automatically created 

Source: Washington Post, 22 March 2023

AI is all around …

https://twitter.com/EliotHiggins/status/1637927681734987777
https://www.washingtonpost.com/politics/2023/03/22/trump-arrest-deepfakes/


We won’t stop / watch this space…



Co-financed by the European Union, Horizon Europe programme, 
Grant Agreement No 101070093. 

Additional funding from Innovate UK grant No 10039055 and the 
Swiss State Secretariat for Education, Research and Innovation (SERI) 
under contract No 22.00245 

Follow us on Twitter: @veraai_eu 
Website: https://www.veraai.eu/

Stay tuned!

https://www.veraai.eu/


Rounding up (2): 
image & video verification 

in general

Source: Pixabay



Source: Pixabay



Tools, tactics, common sense and an 
inquisitive mind

Source: Bellingcat (version 6.9)

Source: DW Research & Cooperation Projects / How to Verify 

Source: Pixabay, CC0

https://docs.google.com/spreadsheets/d/18rtqh8EG2q1xBo2cLNyhIDuK9jrPGwYr9DI2UncoqJQ/edit
https://innovation.dw.com/articles/how-to-verify
https://www.howtoverify.info/
https://pixabay.com/de/users/w100pebble-1724357/


Source: Pixabay



If you‘re willing to invest …

Source: DW

Source: Pixabay

https://www.dw.com/en/exclusive-chinas-systematic-tracking-arrests-of-uighurs-exposed-in-new-xinjiang-leak/a-52397824


Source: Pixabay, CC0



Jochen Spangenberg
On X (formerly known as Twitter): @jospang

Mail: jochen.spangenberg@dw.com


